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ABSTRACT

Mobile ad-hoc networks are prone to a number otisigcthreats. Handling misbehaviour Nodes idifficult
issues in ad hoc network so trust schemes is amriant issue to be considered in network for edfiti routing.
Reputation of a node can be calculated using alsifopmula and a node is supposed to maintain @ geputation value
to participate in route discovery process. The nobijective of this research paper is to surveyotsrireputation schemes
where nodes monitor their neighbourhood & deteetgesal kinds of misbehaviour such as partial packepping,

receiver collisions and transmission power.
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INTRODUCTION

Mobile Ad hoc Network is a collection of free mabihodes that can converse to each other through wades.
The mobile nodes that are in radio range of eatlerotan directly communication, whereas others rtbedaid of
in-between nodes to route their packets. Theseanksnare fully scattered, and can work at any pisitk no the help of
any communications. This property makes these m&svextremely exible and robust. There are few attaristics of
these networks are communication through wirelesancunication and nodes can perform the roles dfi hosts and
routers [1]. There are no centralized controlled &nfrastructure in mobile ad hoc network and ratumutual trust in

between the nodes.
ROUTING PROTOCOLS

In Mobile ad hoc network the routing is a diffictdisk and it is very different from routing protéem traditional
wired world. [20] some of reasons are mobile ad metevork are frequently route updates topology geardue to failures

of nodes. There are limited transmission rangas®dgés in mobile ad hoc network.
PROACTIVE PROTOCOLS

Proactive routing protocols maintain routes to ddktinations, apart from of whether or not thesgte® are
needed. In order to maintain exact route infornmgtaonode must from time to time send manage mess&g, proactive
routing protocols may waste bandwidth since orgattie messages are sent out without need whenitheoedata traffic.
[20] The main benefit of this type of protocolstligt hosts can quickly obtain route information auickly establish a
session. For example, Global State Routing is basdtie Link State routing method. In the LS rogtiethod, each node
floods the link state information into the wholawerk once it realises that links change betwesslfiand its neighbours.
The link state information includes the delay taleaf its neighbours. A node will know the wholgpdtogy when it

obtains all link information.
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REACTIVE PROTOCOLS

Reactive routing protocols can considerably redwatging transparency because they do not needamtsdor
and maintain the routes on which there is no dafiic [20]. This property is very attractive ingtresource-limited

environment.
DYNAMIC SOURCE ROUTING

Dynamic Source Routing uses source routing to defpackets from one node in the network to somerathde.
The source node adds the full path to the destinaith terms of intermediate nodes in every paclketq and 9].
This information is used by intermediate node ttedaine whether to accept the packet and to whorforward it.

DSR operates on two mechanisms are followings
* Route Discovery
* Route Maintenance

Route discovery is used when the sender does rmt khe path up to the destination. In this mechanis
the sender broadcasts a route request message wbithins source address, destination address,iderdifier.
Each intermediate node adds its address in roqgigest message and rebroadcast it, unless it haglatadcast earlier.
With this controlled broadcast, the route requaitultimately reach the destination. The destioatthen sends a unicast
route reply message in reverse direction whosernmdtion is obtained from list of intermediate nodesoute request
message. When the route reply packet reaches tineesat records the route contained in it and sandts cache for the
specific destination. For better performance, megiate nodes also record this route informati@mfithe two route
messages. All nodes overhearing these packets addingful route entries in their caches. Finalbyte maintenance
mechanism is used to notify source and potentigiyger new route discovery events when changethénnetwork

topology invalidates a cached route [5].
REPUTATION SCHEMES

* In the confident scheme of reputation, a routingtgeol for mobile ad hoc network based on Dynanoar8e
Routing protocol. Upon finding of the nodes spite,packets are not forward by normally behavinghodles,
while it is avoided in case of a routing decisiordé&leted from a path cache. The structural desigmpeises four
mechanisms residing on each node first are the tdignsecond is the Reputation System third is théh P
Manager and forth is the faith Manager componérts. monitor components enable nodes to identifyadiew
on the next node on the source route by eitharlisg the transmission of the observing rout prottdehavior,
an alarm message is sent to the faith manager amnpowhere the source of the message is evaluate.
The evaluation is updated only if there is satigfac evidence of malicious behaviour that is siguaifit for a
node and that has occurred a number of times, thare a threshold to rule out of coincidence forrepke is
collision Evidence could come either from a nodeig experiences through the Monitor system or fthenfaith
Manager in the form of Alarm messages and second-mdormation is attributed with low worth withgect to
the first-hand information, irrespective of its soeinode. Black lists may be used in a route reageeas to avoid
bad nodes along the way to the destination or tohaadle a request originating from a maliciousenadd in

forward packet requests, so as to avoid forwardgtador nodes [13].
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* In the Collaborative Reputation scheme differentitite selfish node and malicious node of reputatiorthe
Dynamic Source Routing protocol. It stimulates noéationship through monitoring of the cooperatiess of
nodes and a reputation method. It uses first amdnskhand experience, combined by a specific fancti
This function is used by the Watchdog mechanisniiferevaluation of other nodes’ performance. Ifdbserved
behavior is different than the outcome of this tiott then the rating of the observed node is chdngach node
of the network monitors the behavior of its neigtghavith respect to the requested function, antbctd remarks
about the implementation of that function. Theseesbations are recorded to the reputation tabletaaed by
each node. Each row of the table corresponds teighimor node and consists of four entries, regardie
monitored function: the unique id of the node, dlembion of firsthand observations made on the rede
behavior [16].

The nodes which not help with other nodes in thedidnoc network, for saving battery for its own coumication
is called selfish node while these nodes does matage other node. The malicious node in mobile @d retwork
behaves abnormally and can damage other nodesify a@oy doubtful activity. This scheme purpose@é¢hdifferent type
of reputation: first is Subjective Reputation: -pR&ation value evaluated by giving priority to pabservation of mobile
node than current one. If malicious node is founttben node’s subjective reputation value is clkdrgy using watchdog
mechanism. Second is Indirect Reputation: -- Thisie is calculated by providing reputation by oneeto other node.
Reputation value can be updated through reply ngestheat contains the list of nodes behave normialbjtuation of each
function. If any node having negative reputatiotugaall requested by that node will be rejected tmsinode works only
as service provider not as requester. For longpdesf time if this node will provide correct serggcto all other nodes in
mobile ad hoc network, node can achieved theirtegjmun value again. When reputation value is mbentthe threshold
reputation value, that node will again works asviser source as well as service requester. Thirduigtional
Reputation: - This reputation is the combinationirafirect and subjective reputation value. To clatmithe functional

reputation value using weights combine formula.

* In the ACK mechanism, Kejun et al. focused on talifig the misbehaving links instead of misbehavinges
and which may be used as an attach to the existogce routing protocols, such as Dynamic sourcéing.
The scheme makes use of a special acknowledgmeketpahich has been assigned a fixed route of thoekes
in the opposite direction of the actual data tcaffow. Three nodes nl, n2, and n3 are assumeié @ldng the
path from source to destination. When nl node fodwa packet to n3 node through n2 node, n1 nol@atibe
sure whether n3 received the packet due to theemé&hour or ambiguous collisions in the path. Idesrto
confirm the packet reception n3 will send an ACKlg to nl via n2, called 2ACK. Among the tripled, is the
observer of the link n2 to n3. This formation igrad out along the whole path. For every outgoiagket
nl will store the ID of the packet for time t inlist it maintains. When an ACK is received for acket and
matched to an id in the list before time t expird® entry in the list is discarded and a specalnter is
incremented and Counter miss is incremented otkerwAfter a time period the ratio of missed coursted
counter packet is compared with a preset threslifallde ratio is greater than the threshold all emdre reported
regarding the misbehaving link n2 to n3 by sendir®@ERR message. Each node receive a request ressage
deems n2 to n3 as a misbehaving link. These linkgleen avoided in the future. Nodes such as nfldhmot

change the 2ACK packet passing through them; an@yehash chain mechanism [17]
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PASSIVE ACKNOWLEDGEMENTS

In passive acknowledgement scheme, the nodes nskefioverhear something method to listen to otlogles
transmission. By overhearing neighboring nodesdrast, a node can recognize whether its neighbvasafals its packet
to other node without any disinclination.
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Figure 1: Passive Acknowledgements

Table 1: Comparison of Schemes

S. No | Scheme | Observation | Detection Advantages Limitations
Selfish nodes are separated
1 Confidant Passive | Single Node | and faith recommendation ig
use into account.

Observation is based on
passive acknowledgement.

L Dependence on passive
Second chance is given for
acknowledgement, more

nodes in bad locations and no_ . L ;
' ; Wweight is given to previous
negative ratings are

communicated bghaviour_ and_therefore recent
' Misbehavior will be observed.
Use active acknowledgmentsWhat happens when a 2Ack
3 2ACK Active Single Node| for two hop to mixture the | got lost or dropped by a
problems in loose listening. | malicious node

2 CORE Passive Single Nod

(1)

Problems in Passive Acknowledgement

Most of the reputation based schemes make usessiveaacknowledgments to observe their neighbarpdoket
forward activities. Individually from its compengat, such as the fact that it needs no specialwedware ensuring low
cost, it has several disadvantages which are causéae peculiarities of mobile ad hoc networkeeritfy the following

weaknesses of the Watchdog mechanism in the presdmehich it might not detect a selfish or misbéhg node.
ACTIVE ACKNOWLEDGEMENTS

In active acknowledgment scheme requires nodesetrlg acknowledge the sender node about the ssittes
response of packet transmission. If an unambigackeowledgement reaches the source node from gtmalion node
and the source can make sure that all intermedades in the transmission path are well behave@sé@dthey have
forward packets to the destination node.
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LITERATURE REVIEW

Rajesh Sharma et al. They had discussed a solatiothe basis of reputation method to solve routssges

raised by misbehaving nodes [1].

Sohail Abbas et al. The author survey and categaéputation based schemes according to theirvyeassid
active acknowledgment monitoring techniques in mbthp networks such as mobile ad hoc networks stelfir

misbehaving nodes can disrupt the whole networksawerely degrade network performance[2].

Renu Dalal et al The authors provide the diffeneays to achieve trust in mobile Ad-hoc Network. \Rding
safe communication between mobile nodes, reorghoizathe position of nodes, reducing overhead, hagd
misbehaviour and location updates are such a diffissues in ad-hoc network so providing trustesobs is an important

in this network [3]

Santhosh Krishna B. Vet et al. The author focusingle and multiple black hole attacks. The implatagons of
black hole comprises active routing misbehaviouwt &rwarding misbehaviour & design and build ouotptype over
DSR and test it in Network simulator 2 in the preseof variable active black hole attacks in higigbile and sparse

networks [5].

Isaac Woungang et al. provide a novel scheme fdedliag Black Hole Attacks in MANETS is introduced.
The BDA-DSR protocol detects and avoids the blaalk problem before the actual routing mechanisstasted by using

fake route request packets to catch the maliciodes [6].

Poonam K Gar et al. They had discussed and propasselv algorithm to find route to the destinatianaa
weighted average of the trust value of the nodekerroute, with respect to its behavior obserweddneighboring nodes

and the number of nodes in the route is calculggpd

Sangheetaa Sukumran et al. the author had proposelv reputation based routing protocol based oR.DS
This approach calculates the reputation valuek@hbdes using simple formula. Any node is suppts@daintain a good

reputation value in order to receive network seawifl0].
CONCLUSIONS

Secure routing is must for ad hoc network. DSRqmols based on various reputation schemes haveshedied.
A secure and efficient route to the destinatiocaieulated on the basis of reputation value ofribde. Thus a node needs
to maintain a good reputation value in order toognjetwork services. A misbehaving node which @a®d has no
chances of rejoining the network until the entisdwork is reformed. A node with low reputation \alis not allowed to
participate in network as it will decrease the affincy & effectiveness of the network. Passive aekadgment
techniques are more promising than active acknaymeht techniques as they do not cause any extranaoioation or
memory overhead. Active acknowledgment provideislodity at the cost of extra memory and communaaibverhead

but in the environments where there is a high siolfi rate it is as prone to errors.
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